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[Mpuka3 OCTIK Poccum ot 18.02.2013 N 21
(pea. ot 14.05.2020)

"O6 yTBepxxaeHun CocTtaBa U coaep)XaHuS
OPraHM3auUMOHHbIX N TEXHUYECKUX Mep Mo
obecneyeHmnto 6€30nacHOCTU NepPCOHasbHbIX
[OaHHbIX Npn nx 0bpaboTke B MHPOPMALMOHHBIX
cMCTeMax nepcoHasnbHbIX AAHHbIX"

(3aperncrpuposaHo B MunHiocte Poccum
14.05.2013 N 28375)



Ipuxa3 ®CTIK Poccuu ot 18.02.2013 N 21
(per. ot 14.05.2020) JoxkymenT npenoctasien Koncynsrantlmoc

"O6 yrBepxaeHun CocTaBa U COEpP)KaHHs OPraHU3aLMOHHBIX H TEXHHU. ..

3apeructpupoBano B Muntocte Poccuu 14 mas 2013 r. N 28375

OENEPAJIbHAA CITYXBA NO TEXHUYECKOMY U 3KCINMOPTHOMY KOHTPOIJTHO

NMPUKA3
ot 18 dpeBpansa 2013 r. N 21

Ob YTBEPXOEHUN COCTABA U COOAEPXAHUA
OPIrAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3ONACHOCTU NEPCOHAJIbHbIX OAHHBLIX NMPU NX OBPABOTKE
B UHPOPMALMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHHCOK U3MEHSIIOLIHX JOKYMEHTOB
(B pen. ITpukazoB @CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

B cootBerctBUU ¢ yacThio 4 ctathu 19 denepanpHoro 3akoHa ot 27 utonst 2006 r. N 152-03 "O
nepcoHaNbHBIX JaHHBIX" (CoOpanue 3akoHoaarenbeTBa Poccuiickoit deneparuu, 2006, N 31, ct. 3451;
2009, N 48, c1. 5716; N 52, ct1. 6439; 2010, N 27, ct. 3407; N 31, ct. 4173, cT. 4196; N 49, cT. 6409;
2011, N 23, ct. 3263; N 31, ct. 4701) u Ilonoxenuem o denepanbHOl CiIyX0e MO TEXHUYECKOMY H
AKCIIOPTHOMY KOHTpOJIIO, YTBEpKJIeHHbIM Yka3oMm llpesunenta Poccuiickoit @enepanuu ot 16 aBrycra
2004 r. N 1085 (Co6panue 3akonomarensctBa Poccuiickoit deneparuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, ct. 4921; N 47, cT. 5431; 2012, N 7, c1. 818), npuka3biBaro:

1. YrBepauts npunaraembeie CocTaB M COAEp)KaHUE OPraHU3aLMOHHBIX M TEXHUYECKHX Mep IO
o0ecrniedyeHno 0€30MacHOCTH MEPCOHAIBHBIX JIaHHBIX IpU UX 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX
MIEPCOHAJIBHBIX JaHHBIX.

2. Ilpusnars yrparuBmuM cuny npukaz ®CTIK Poccum or 5 despans 2010 r. N 58 "O6
yTBepkaeHun [lonoxkeHus o MeToaax u crnocodax 3amuThel MHGOpMaIMKM B HH(GOPMAIIMOHHBIX CHCTEMAaxX

MEePCOHANIbHBIX JaHHBIX" (3apeructpupoBan Muntoctom Poccun 19 despans 2010 r., peructpaiioHHbIH
N 16456).

Jupexrop

®denepanbHOM CITy>KOBI IO TEXHUYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO

B.CEJIMH

VY TBEpKACHBI
npukazom ®CTIK Poccun
ot 18 depams 2013 r. N 21
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JoxkymenT npenoctasien Koncynsrantlmoc

COCTAB U COOEPXAHUE
OPIrAHU3ALUNOHHbLIX U TEXHUYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNACHOCTU NEPCOHAJIbHbIX OAHHbLIX NMPU NX OBPABOTKE
B UHPOPMALIMOHHbLIX CUCTEMAX NEPCOHAJIbHbIX AAHHbIX

CHHCOK U3MEHSIOLIHUX JOKYMEHTOB
(B pexn. ITpukazoB @CTIK Poccun ot 23.03.2017 N 49,
ot 14.05.2020 N 68)

. O0owme nonoxeHuns

1. Hacrosiuii JOKyMeHT pa3paboTaH B COOTBETCTBUHU € 4acThio 4 cratbu 19 denepanbHOro 3aKkoHa
ot 27 utons 2006 r. N 152-®3 "O nepconanbubix naHHbix" (Cobpanue 3akoHoaaTenbcTBa Poccuiickoit
®enepanun, 2006, N 31, ct. 3451; 2009, N 48, cT. 5716; N 52, ct. 6439; 2010, N 27, ct. 3407; N 31, cr.
4173, ct. 4196; N 49, ct. 6409; 2011, N 23, cr. 3263; N 31, ct. 4701) u ycTaHaBiMBaeT COCTaB H
coZiep)KaHNWEe OPTaHM3ALMOHHBIX W TEXHHYECKHX MEp MO 00eCredyeHHI0 0e30MacHOCTH MEePCOHAIBHBIX
JaHHBIX MPH WX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMax MEPCOHANbHBIX JaHHBIX (Jajee - Mephl Mo
o0ecriedeHn0 0e30MacHOCTH TEePCOHANBHBIX JAHHBIX) IS KaXIOr0 W3 YPOBHEH 3allUIIEHHOCTH
MEPCOHANBHBIX JaHHBIX, YCTAHOBJICHHBIX B TpeOoBaHUSX K 3alllMTE MEPCOHATBHBIX JAHHBIX MPU HUX
00paboTke B WH(MOPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX TAHHBIX, YTBEP)KICHHBIX MOCTAHOBICHUEM
ITpaButensctBa Poccuiickoit ®eneparyu ot 1 HosiOps 2012 r. N 1119 (CoOpanue 3ak0OHOAATENbCTBA
Poccuiickoit ®eneparuu, 2012, N 45, cT. 6257).

MepLI Mo OoOeCIeueHu0 0e30MacHOCTH NEPCOHANIBHBIX JHaHHBIX TPUHUMAKOTCA IJId 3alIHUTHI
NEPCOHANIBHBIX HOAaHHBIX OT HEIMPABOMCPHOTO WK cnyqaﬁHoro A0CTyIIa K HHUM, YHHYTOKCHHI,
HU3MCHCHUA, 6J'IOKI/IpOBaHI/I$I, KOIMUPOBAHUS, ITPEAOCTABIICHUA, PACTIPOCTPAHCHHUA IIEPCOHAJIBHBIX JAHHBIX,
a TaK’)KC€ OT MHBIX HCIPABOMEPHBIX I[Cf/iCTBHfI B OTHOIICHWH MEPCOHAIBHBIX JTJAHHBIX.

B mHacrosimiem JOKyMEeHTe HE paccMaTpUBAaIOTCS BOMNPOCHl oOecrieyeHHss Oe30MacHOCTH
MIEPCOHANBHBIX JAHHBIX, OTHECEHHBIX B YCTAHOBJIEHHOM MOpPSAKE K CBEACHMSIM, COCTABJISIOLUIMM
rOCYJapCTBEHHYIO TaiiHy, a TakXe Mepbl, CBS3aHHbIE C MPUMEHEHHEM MMHU(PPOBAIBHBIX
(xpunrorpapuyeckux) CpeACTB 3alIUThl HHPOPMAIIUH.

2. besomacHOCTh MEpPCOHANBHBIX JAHHBIX TpPU UX 00paboTke B HWHGOPMAIMOHHOW CHCTEME
MEPCOHANIBHBIX JaHHBIX (fasiee - WHGOpPMAIMOHHAS CHUCTEMa) OOECIEYMBAET OMNEpaTop WU JIHUIO,
OCYIIIECTBISIONIEe 00pabOTKy MEepPCOHANBHBIX JAHHBIX MO MOPYYCHHUIO OIlepaTopa B COOTBETCTBUH C
3akoHo aTenbcTBOM Poccuiickoit denepanmm.

Jns BeimonHeHWss paboT To oOecrmeueHuto Oe30MacHOCTH TEePCOHANBHBIX JaHHBIX MPU UX
00paboTKe B MH(POPMAIIMOHHON CHCTEME B COOTBETCTBHH C 3aKOHOIaTeIhCTBOM Poccutickoii deneparuu
MOTYT TIPHUBIIEKATbCS Ha JIOTOBOPHOW OCHOBE IOPUIUYECKOE JUI0 WIM HWHAUBHUIYaIbHBIH
MpeIIPUHIMATENb, UMEIOIINE JINTICH3UIO Ha ESTeTHHOCTD 110 TEXHHUECKOW 3alIiuTe KOH(PHICHIIHATHHON
uHpopMaluu.

3. Mepsl 110 obecriedeHno 6€30MacHOCTH MePCOHATBHBIX JaHHBIX PEATU3YIOTCS B paMKax CHUCTEMbI
3alIMTHl TEPCOHAIBHBIX JIAHHBIX, CO3/1aBaeMOW B COOTBETCTBMH C TpeOoBaHMAMHU K 3alIUTe
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NEPCOHANBHBIX JaHHBIX MPU MX 00paboTke B MH(POPMALMOHHBIX CHCTEMaX NEPCOHAIBHBIX ITaHHBIX,
yTBEpKJICHHBIMH TTocTaHOBJIeHHEeM [IpaBurenbctBa Poccuiickoit denepannu ot 1 Hos0ps 2012 r. N
1119, 1 7OKHBI OBITH HANIPABJICHBI HA HEUTPATU3AIMIO AKTYAJIBHBIX YTPO3 0€30IMacCHOCTH MEPCOHATBHBIX
JAHHbBIX.

4. Mepbl no oOecrniedyeHHI0 0€30MaCHOCTH TMEPCOHAIBHBIX JAHHBIX PEATU3YIOTCS B TOM YHCIE
IIOCPEJICTBOM NPUMEHEHUS B UH(OPMALIMOHHON CUCTEME CPE/CTB 3aIlUThl HHPOPMALUH, IPOIIEAIINX B
YCTAaHOBJICHHOM IIOPSAKE IPOLENYpPY OLIEHKHM COOTBETCTBHUS, B CilydasX, KOrja NPUMEHEHHE TaKUX
CPEeACTB HEOOXOAUMO Il HEUTpaIU3ally aKTyalbHbIX YIpo3 0€30aCHOCTH MEPCOHATIBHBIX JAHHBIX.

Koncynprantlntoc: npumedanue.
HymMmeparusi myHKTOB JJaHAa B COOTBETCTBUM € O(PULIMAIBHBIM TEKCTOM JIOKYMEHTA.

6. Onenka 3(pPEKTUBHOCTH PEATU30BAHHBIX B PaMKaX CHCTEMBI 3alTUTHl TEPCOHAIBHBIX JTaHHBIX
Mep 10 00ECIeYCHUI0 OE30MTaCHOCTH MEPCOHAIBHBIX JaHHBIX MPOBOJAUTCS ONEPATOPOM CaMOCTOSITEIBHO
WIM C T[PUBJICUYCHUEM Ha JIOTOBOPHOH OCHOBE IOPUAMYSCKUX JIMIl W  WHIUBUIYAIbHBIX
NpeanpuHIMAaTENeH, UMEIOIINX JIMIEH3UI0 Ha OCYIICCTBICHUE NEATCILHOCTH MO TEXHUUYECKOW 3allUTe
KOH(HIESHIIMATHHON HH(popMaIin. YKa3aHHas OIIEHKA IPOBOJUTCS HE PeXke OJHOTO pasa B 3 roja.

7. Mepbl mo obecreyeHuI0 O€30IaCHOCTH IEPCOHAIBHBIX JAHHBIX HpU HUX 00paboTke B
rOCYJapCTBEHHBIX HH()OPMAIMOHHBIX CHUCTEMaxX HPUHUMAIOTCS B COOTBETCTBHHM C TPEOOBAHUSIMH O
3ammTe  MHQOpPMAaLUH, cojepXalieiics B TrOCyJapCTBEHHBIX  MH(GOPMAIMOHHBIX  CHCTEMaX,
ycranaBnuBaeMbiMu @CTIOK Poccun B mpenienax cBoMX MOJTHOMOYUN B COOTBETCTBUU C YACTBIO 5 CTaThU
16 denepanbHoro 3akoHa ot 27 utons 2006 r. N 149-®3 "OO6 wunbopmanuu, HHGOPMAITMOHHBIX
TexHoJorusx u o 3amure uHpopmanun" (ColOpanue 3akoHonatenscTBa Poccuiickoit ®enepanuu, 2006,
N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, c1. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328).

Il. CocTtaB u cogepxxaHme mep no obecnevyeHnro 6e30MacHoOCTH
nepcoHanbHbIX JaHHbIX

8. B coctaB mep no oOecnieyeHn0 6€30MaCHOCTH NMEPCOHAIBHBIX JAHHBIX, PEAIU3yEMbIX B paMKax
CHCTEMBI 3aIIUThl NEPCOHATBHBIX AAHHBIX C YUETOM aKTYaJlbHBIX Yrpo3 0€30MacHOCTH MEPCOHAIBHBIX
AAaHHBIX U IPUMCHACMBIX I/IH(bOpMaIII/IOHHI)IX TGXHOHOFHﬁ, BXOIAT:

UICHTUDUKAIMS U ayTeHTU(UKAIUSA CyOBEKTOB JOCTYIa U 0OBEKTOB JI0CTYIIA;
yIpaBieHHe TOCTYIOM CyOBEKTOB AOCTyIa K 00bEKTaM JI0CTYIIA;
OTrpaHUUYEHUE NPOTPAaMMHOMN CPEJIbI;

3al[UTa MallMHHBIX HOcHUTeled MH(pOpMaluu, Ha KOTOPBIX XpaHATCA U (Win) oOpabaTbIBaroTCA
IIEPCOHAJIbHBIE TaHHBIE (Jalee - MaTMHHBIE HOCUTEIH IIEPCOHAIBHBIX 1aHHBIX);

perucTpanusi COObITHI 0€30MMaCHOCTH;

AHTHUBUPYCHAA 3alllUTa,
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oOHapyxeHHe (IIPeIOTBPALLEHUE) BTOPKEHUMH;

KOHTPOJIb (QHAJIM3) 3alIMIIEHHOCTH IEPCOHAIBHBIX JaHHBIX;

o0ecrieyeHne 1eI0CTHOCTH HH(POPMAITMOHHON CHCTEMBI M IEPCOHATIbHBIX JAaHHBIX;
o0ecrieueHne T0CTYITHOCTH EePCOHABHBIX JIaHHbIX;

3allliTa Cpebl BUPTyaIU3alliy;

3aIUTa TEXHUYECKUX CPE/ICTB;

3ammTa THPOPMALMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U MEpelaun JaHHBIX;

BBISIBJICHHE HWHIUAECHTOB (OJHOTO COOBITHS MJIM TPYHIBl COOBITHII), KOTOpblE MOTYT IPHUBECTH K
cOOsIM WIM HapyHmIeHHI0 (PYHKIIMOHUPOBAHHUS HH(OPMAIIMOHHON CHCTEMBI W (WJIM) K BO3SHHKHOBEHHIO
yrpo3 6€30MacCHOCTH NEPCOHANbHBIX JAHHBIX (Jajiee - MHIUICHTHI), 1 pearipoBaHNe Ha HUX;

yIlpaBiieHue KOH(UTypanueil WHPOPMALMOHHOW CHCTEMBI M CHUCTEMBI 3alllUTHl MEPCOHAIBHBIX
JAHHBIX.

CocraB u coaepxaHue Mep 1o odecreueHro 0€30MacHOCTH EPCOHANBHBIX JaHHBIX, HEOOXOMMbIX
Uis  oOecreueHus KaKJIOTO W3 YpPOBHEHW 3allUIIEHHOCTH NEPCOHANBHBIX JAHHBIX, TNPUBEICHBI B
MIPUJIOKEHUHU K HACTOAIIEMY IOKYMEHTY.

8.1. Mepbl 1o MIACHTU(UKALUN M AayTEHTU(PHUKAIMU CyOBEKTOB JOCTyHa M OOBEKTOB JOCTyHa
JOJDKHBI  00ECIIeYnBaTh IPHCBOEHHE CYOBEKTaM W OO0BEKTaM JOCTyNa YHUKAIBHOTO MpU3HAKa
(unentudukaropa), CpaBHEHHE MPEIBIBISIEMOr0 CYOBbEKTOM (0OBEKTOM) JOoCTyma UAEeHTU(]HKaTOpa C
MIEpEeYHEM IMPUCBOECHHBIX MJIEHTU(UKATOPOB, a TAK)KE MPOBEPKY MPUHAMIEKHOCTH CYOBEKTY (0OBEKTY)
J0CTyIa MPeIbsIBICHHOTO UM HJIeHTU(UKaTOpa (MOATBEPAKIEHUE MTOATMHHOCTH).

8.2. Mepbl 1O YIpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyMa K OOBEKTaM JOCTYyMa JIOJKHBI
o0ecrieunBaTh yMIpaBlieHUE MpaBaMU U TPUBHUIETUSIMH CYOBEKTOB JOCTYIa, pa3TpaHUYEHHE JOCTYIIa
CYyOBEKTOB JIOCTYIa K 00BEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B WH(OPMAIIMOHHOM
CHUCTeME TpaBWJI pa3TpaHUYCHUs JOCTyMa, a Takke oOecleyrmBaTh KOHTPOIb 3a COOJIOACHHEM ATHX
MIPaBUIL.

8.3. Mepbl 10 OrpaHUYEHUIO MPOrPaMMHON Cpellbl JOJDKHBI 00eCleunBaTh YCTAaHOBKY M (WJIN)
3allyCK TOJIBKO pAa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(OPMAIIMOHHOM cHCTeME MPOrpaMMHOTO
oOecriedeHrss WM HCKJII0YaTh BO3MOXKHOCTH YCTAaHOBKM M (WIM) 3allycKa 3alpelieHHOro K
HCIOJIb30BaHUIO B HH(OPMALIMOHHON CUCTEME MTPOrPaMMHOT0 O0eCTIeueHusl.

8.4. Mepsl Mo 3amMTe MAIIMHHBIX HOCUTENIEH NEepCOHANbHBIX MaHHBIX (CPEICTB 0OpabOTKH
(XpaHeHHsI) IEPCOHANIBHBIX JAHHBIX, Ch€MHBIX MAIIMHHBIX HOCHUTEJNEH MEePCOHAIbHBIX TaHHBIX) TOJIKHBI
UCKJIIOYaTh BO3MOKHOCTh HECAHKIIMOHUPOBAHHOI'O JJOCTYIA K MAIIMHHBIM HOCUTENISIM U XpaHAIIUMCS Ha
HUX IEPCOHAJIbHBIM JAHHBIM, a TaKKe€ HECAaHKIIMOHUPOBAHHOE HCIIOJIb30BAHHWE CHEMHBIX MAaIIMHHBIX
HOCHTEJIEH MEPCOHATIBHBIX JIaHHBIX.

8.5. Mepsl mo peructpanud coOBITUH 0€30MacHOCTH IOJDKHBI oOecreyuBaTh cOOp, 3aIuch,
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XpaHeHHEe M 3alUTy MH(OpMAMK O COOBITHAX O€30MacHOCTH B WH(OPMAIMOHHON CHUCTEME, a TaKkKe
BO3MOXKHOCTh ITPOCMOTpPA U aHAJIN3a HH(POPMAIIIH O TAKUX COOBITHSIX U PearnpoBaHUE HA HUX.

8.6. Mephl MO0 aHTHUBUPYCHOM 3alIuTe JOJDKHBI 00ecrednBaTh oOHapy:KeHHE B WH(OPMAIIMOHHON
CHCTEME KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEPHOH WH(OpMAIMH, NMpeIHa3HaYeHHOH UIs
HECAHKIIMOHUPOBAHHOTO YHUYTOXKEHHS, OJOKMPOBAaHUS, MOIU(DUKAINH, KOMUPOBAHHUS KOMIIBIOTEPHOU
UHQOpPMAIMK WM HEHTpadM3aluu CPEACTB 3allUThl HWHPOPMAIMM, a TaKKe pearupoBaHHE Ha
oOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

8.7. Mepbl mo oOHapyxeHUIO (HpPEJOTBPAIICHUIO) BTOPXKEHUH JOJDKHBI —0OecreuynBaTh
oOHapyXeHHE JeWcTBUA B WH(OOPMAIMOHHOW CHUCTEME, HANpaBICHHBIX HAa HECAHKIIMOHUPOBAHHBIM
JocTyn K uH(oOpManMu, CrHenuanbHble BO3JACHCTBUS Ha UWHGOPMALMOHHYIO CHUCTEeMY M (WJIH)
MEPCOHAJIbHBIC JIAHHBIE B IESIX JAOOBIBAaHUS, YHUUYTOKECHMS, UCKAKEHUS M OJOKUPOBAHHS JOCTyIa K
[IEPCOHAJIBHBIM JAHHBIM, a TAK)KE€ pearupOBaHUE Ha 3TU JEUCTBHUSL.

8.8. Mephbl 1o KOHTPOITIO (aHAIH3Y) 3alUIIICHHOCTH ITEPCOHATBHBIX JIAHHBIX JIOJDKHBI 00€CIICYNBATh
KOHTPOJIb YPOBHS 3allMIIICHHOCTH IEPCOHAJBHBIX JaHHBIX, 00padaThiBaeMbIX B HH(M)OPMAIIMOHHON
CHUCTEME, MyTeM IMPOBCACHUA CUCTEMATHUYCCKUX MepOHpI/IﬂTI/If/'I 10 AHAJIN3y  3allUMIICHHOCTHU
WH(POPMAIIMOHHON CHUCTEMBbl M TECTUPOBAaHUIO PAabOTOCIOCOOHOCTH CHUCTEMBI 3allUThl MEPCOHATBHBIX
JTaHHBIX.

8.9. MepLI 0 00eCIIeYeHNIO OCI0CTHOCTH HH(I)OpMaHHOHHOﬁ CUCTCMbI U IICPCOHAJIBHBIX AAHHBIX
JOJIDKHBI o0OecreynBaTh O6HapY)KeHI/I€ q)aKTOB HCCAHKIMMOHHWPOBAHHOI'0 HAPYIICHUA LCIOCTHOCTHU
HH(I)OpMaHHOHHOﬁ CUCTCMBI U COACPKAIMIUXCIA B HeH INEPCOHAJIBHBIX NAHHBIX, a4 TAKKC BO3MOXHOCTb
BOCCTaHOBJICHHUA I/IH(i)OpMaIII/IOHHOI\/JI CHUCTCMBbI U COJACPKAIINXCA B Hel NEPCOHATIBHBIX TaHHBIX.

8.10. Mepsl 1o 0OOECHEYEeHHIO JOCTYIIHOCTH MEPCOHAIBHBIX JAHHBIX JOJDKHBI 00eclednBaTh
aBTOPU30BAaHHBIM JOCTYN MOJb30BaTeNel, UMEIOIIKUX MpaBa MO JOCTYIY, K HNEPCOHAIbHBIM JIaHHBIM,
cofepKaluiuMcs B MHPOPMALIMOHHOM  cucTeMe, B  IITAaTHOM peXuMe  (PYHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CUCTEMBI.

8.11. Mepbl mo 3amure cpeapl BUPTyaIU3alMUA JOJDKHBI HCKIIOYaTh HECAHKIMOHWPOBAHHBIN
JOCTYyIl K TIEpCOHANBHBIM JaHHBIM, OOpalOaThiBaéMbIM B BUPTYalbHOW HWHQPACTPYKType, U K
KOMIIOHEHTaM BUPTYaJbHON MH(PACTPYKTYphl U (MJIM) BO3JEHCTBHE HA HUX, B TOM YHCJE K CpPeJICTBAM
yIpaBieHUs] BUPTYyaJbHON HH(PACTPYKTYpOil, MOHUTOPY BUPTYaIbHBIX MAlINH (TMIIEPBU30PY), CUCTEME
XpaHeHUs JaHHBIX (BKJIIOYAash CHUCTEMY XpaHEHUs OoOpa3oB BUPTYalIbHOM HH(PACTPYKTYpHI), CETH
neperayd JaHHBIX Yepe3 JJIEMEHThl BUPTYalIbHOW WM (PU3NUECKOM HHPPACTPYKTYpPHI, TOCTEBBIM
OINEPALMOHHBIM CHCTEMaM, BHUPTYaJbHBIM MalllMHAM (KOHTEHHepaMm), CHCTEeME M CEeTH PpeIUIMKAlUH,
TEPMUHAJIBHBIM M BHUPTYaJbHBIM YCTPOMCTBAM, a TaKXe CHCTEME pPE3epPBHOIO KOMHUPOBAHUS H
CO3/1aBAEMBIM €10 KOIMSIM.

8.12. MepsI 10 3aUTe TEXHUYECKUX CPEJICTB JTOKHBI HCKITK0YaTh HECAHKIIMOHUPOBAHHBIN JTOCTYII
K CTAallMOHAPHBIM TEXHUYECKHM CpEICTBaM, OOpadaThIBAIOIIMM IE€PCOHANIbHBIE JaHHBIE, CPEICTBAM,
obecrieunBarOM (YHKIIMOHUPOBAHWE WH(OPMAIMOHHOM CHCTEMBI (Jajiee - cpeacTBa oOecreueHus
(YHKIIMOHUPOBAHUS), U B IOMEIIEHHUS, B KOTOPBIX OHU IOCTOSTHHO PACIIONIOKEHBI, 3aIUTY TEXHUUECKUX
CPEIICTB OT BHEUIHUX BO3JIEHCTBHI, a TaK)KE€ 3aIIMUTY MEPCOHAIBHBIX JAaHHBIX, NIPEJCTABICHHBIX B BUJE
MH(POPMATHUBHBIX JIEKTPUUECKUX CUTHAJIOB U (PU3UUECKUX MOJIEH.
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8.13. Mepsl 110 3amuTe HHOOPMAIIMOHHOW CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3H U TIEPEIayn JaHHBIX
JOJDKHBI  00€CTIeUMBaTh 3allUTy MEPCOHAIBHBIX JaHHBIX MPHU B3aMMOJCHCTBHHM WH(MOPMAIIMOHHON
CUCTEeMBl WU €€ OTACIbHBIX CErMEHTOB C HHBIMH HH(DOPMAlMOHHBIMA CHCTEMaMH H
WH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIMUA ~ CETSIMH ~ TIOCPEJCTBOM  NPUMEHEHHUS  apXUTEKTYPbI
WH()OPMAIIMOHHONW CUCTEMBI M IMPOCKTHBIX PEIICHU, HAMPaBICHHBIX Ha oOecredeHue Oe30MacHOCTH
NEPCOHABHBIX JAHHBIX.

8.14. Mepbl 1O BBISBICHUIO HMHUWACHTOB M pPEarupoBaHUIO HA HHUX JOJDKHBI 00€CIeurBaTh
oOHapyKeHHe, UIEHTU(PUKALINIO, aHAJIU3 UHLIUAECHTOB B HUHPOPMALIMOHHON CHUCTEME, a TaK)Ke IPUHATHE
Mep 10 YCTPAHEHUIO U IIPEAYIIPEKICHUIO HHIIUIECHTOB.

8.15. Mepbl 1o ympaBlieHUI0 KOHUrypauueid HHPOPMAIMOHHON CHUCTEMBl M CHUCTEMBI 3allUThI
MEPCOHANBHBIX  JaHHBIX  JIOJDKHBI  OOECIeYMBAaTh  YIPABICHHEC W3MCHCHHSIMH  KOH(MUTYpaIuu
MH(OPMALIMOHHONW CHCTEMBl U CHUCTEMbl 3allUThl MEPCOHAIBHBIX JAHHBIX, aHAIW3 MOTEHIIMAIHLHOTO
BO3JICHCTBUS TUTAHUPYEMBIX H3MCHECHHI Ha 00ecriedeHne 0€30IaCHOCTH NIEPCOHAIBHBIX JTAHHBIX, & TaKKe
JOKYMEHTHUPOBAHUE ITHX U3MEHEHUH.

9. Beibop mep 1o obecredeHnI0 0€30IaCHOCTH IMEPCOHATBHBIX JTAHHBIX, MOJISKAINUX PeaTU3aANN
B UH(POPMALIMOHHOM CUCTEME B paMKaX CUCTEMbI 3alUThI IEPCOHALHBIX JJAHHBIX, BKIIFOUACT:

onpeneneHue 0a3oBoro Habopa mMep mo o0ecrneueHu0 0e30MacHOCTU MEPCOHATBHBIX JAHHBIX JIJIS
YCTAaHOBJICHHOTO YPOBHS 3alIMIIICHHOCTH NIEPCOHANBHBIX JaHHBIX B COOTBETCTBHH C 0a30BHIMU HAOOpaMu
MCp 11O o0ecIieyeHuIo 6€3OHaCHOCTI/I MNEPCOHATIBHBIX OAaHHBIX, HPHUBCACHHBIMH B IIPHIIOKCHHU K
HACTOAIIEMY TOKYMEHTY;

ajganTanuio 0a3oBoro Habopa Mep IO OOecleueHHI0 Oe30MaCHOCTH TEPCOHATBHBIX JaHHBIX C
YYETOM CTPYKTYPHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTUK WH(POPMAIIMOHHON cHCTEMBI, HH(POPMAITMOHHBIX
TEXHOJIOTUH, 0COOEHHOCTENW (PYHKIIMOHUPOBAaHUS HH()OPMALIMOHHON CUCTEMBI (B TOM YHCIIE UCKIIIOUEHUE
u3 06a3oBoro Habopa Mep, HEMOCPEJCTBEHHO CBS3aHHBIX C HMH()OPMAIMOHHBIMU TEXHOJOTUSMH, HE
UCIOJIb3YEMBIMU B MH(OPMaLMOHHON CUCTEME, WA CTPYKTYPHO-(QYHKIIMOHATHHBIMH
XapaKTepUCTUKaMHU, HE CBOMCTBEHHBIMU MH()OPMAIIMOHHON CHCTEME);

YTOYHEHHE aJalTHpPOBaHHOrO ©Oa3oBoro Habopa Mep 1o oOecnedyeHuo 0e30MacHOCTH
NEPCOHAJBHBIX JAHHBIX C Y4YETOM HE BBIOpaHHBIX paHee Mep, NPUBEJCHHBIX B MPUIOKEHUU K
HACTOAIIEMY JOKYMEHTY, B pe3yJbTaTe 4Eero OMPEAEeNAIOTCS MEphl 10 O00eCHeueHHI0 0e30macHOCTH
NEPCOHATBHBIX JIAaHHBIX, HAMNpPAaBICHHbIE HAa HEHUTpPANIM3aLUI0 BCEX AaKTyaJIbHBIX yrpo3 O€30MacHOCTH
MEPCOHANBHBIX JAHHBIX JIJIs1 KOHKPETHON MH(POPMAIIMOHHON CUCTEMBI;

JIOTIOJTHEHWE  YTOYHEHHOTO  aJanTHpPOBaHHOrO 0Oa3oBoro Habopa Mep 1O 0OECIEeYeHHIO
0€30MacHOCTH NEPCOHANIbHBIX JTaHHBIX MepaMH, 00€CIeYNBAIOIINMMH BbINOJHEHHE TPeOOBaHUM K 3aIIuTe
NEPCOHATBHBIX JAHHBIX, YCTAaHOBJICHHBIMM WHBIMH HOPMATHBHBIMH IPABOBBIMH aKTaMH B OOJIACTH
oOecrniedyeHns O€30MacCHOCTH MEPCOHAIBHBIX IAHHBIX U 3aIIUTHI HH(POpPMAaIIUHU.

10. Ilpy HEBO3MOXKHOCTH TEXHUYECKOM peanu3aluu OTAEIbHBIX BHIOPAHHBIX MEp MO 00eCIeYeHUI0
0€30MacCHOCTH MEePCOHANBHBIX JaHHBIX, @ TAKKE C YUETOM YKOHOMUYECKON 11e1IeCO00pa3HOCTH Ha dTarnax
ananTanuu 6azoBoro HaOopa Mep M (WIM) YTOYHEHHs aJlaiTUPOBaHHOro 6a30BOro Habopa mMep MOTYT
pa3pabaTrbiBaThCsl MHBbIE (KOMIIEHCUPYIOIINE) MEphl, HANpaBICHHbIE HA HEUTPAIU3aLUI0 aKTyalbHBIX
yrpo3 6e30MacHOCTH NMEePCOHATBHBIX JaHHBIX.
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B sTtom cnyuae B xone pa3paOOTKU CUCTEMBbI 3alUTHI MEPCOHAJBHBIX JAHHBIX JIOJDKHO OBITh
MIPOBEJICHO OOOCHOBAaHUE TMPHUMEHEHHUS KOMIICHCUDPYIOIIMX Mep M obecriedyeHus Oe30MacHOCTH
MEPCOHAJIbHBIX TAHHBIX.

11. B cinydae ompezneneHuss B COOTBETCTBUU ¢ TpeOoBaHMSAMHU K 3alllUTE MEPCOHATBHBIX MPU UX
00paboTke B MH(POPMAIMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIX, YTBEPKICHHBIMH MOCTAHOBICHHEM
[IpaButenscTBa Poccuiickori ®eneparnuu ot 1 HosOpss 2012 r. N 1119, B kadecTBe aKTyalbHBIX YIpO3
0€30MMacCHOCTH TMEPCOHANBHBIX JAHHBIX 1-r0 W 2-TO TUIOB JOMOJHHUTEIHLHO K MepaM IO OOECIeUYCHUIO
0€30MacCHOCTH TEPCOHANBHBIX JaHHBIX, YKa3aHHbIM B IYHKTE€ § HACTOAILIETO JOKYMEHTa, MOTYT
MIPUMEHSATHCS CIIETYIOIINE MEPBI:

NPOBEPKA CUCTEMHOTO U (MJIH) MIPHUKJIAJTHOTO MPOrPAMMHOI0 00CCIICYCHHUsI, BKIIFOYAsk IPOTPAMMHBIi
KOJl, HA OTCYTCTBHE HEJICKIAPHUPOBAHHBIX BO3MOXHOCTEH C WCIOJIH30BAaHHEM AaBTOMATH3UPOBAHHBIX
cpenctB u (Mau) 06e3 UCIOJb30BaHUs TAaKOBBIX;

TCCTUPOBAHHUC HH(i)OpMaHHOHHOﬁ CHUCTCMbI Ha IPOHUKHOBCHMU;

HCIIOJIB30BaHHC B HHq)OpMaHHOHHOﬁ CHUCTEMEC CUCTCMHOI'O U (I/IJ'II/I) IMPUKIAAHOIO IMPOIpaMMHOI0
O6€CH€‘~I€HI/I$I, pa3pa60TaHHor0 C UCIIOJIb30BAHUCM MCTO0B 3alIUIIICHHOI'O IPpOrpaMMUpPOBaHuA.

12. TexHu4eckue Mepsl 3alUThl IEPCOHAIBHBIX JaHHBIX PEATU3YIOTCS MOCPEACTBOM IPUMEHEHUS
CPEICTB 3alUThl MH(OpMalMU, B TOM YHUCIE MPOTrPpaMMHBIX (IIPOrpaMMHO-aNMapaTHbIX) CPEACTB, B
KOTOPBIX OHM PEaIM30BaHbl, UMEIOLIUX HEOOX0UMble (PYHKIIMU 0€30MacCHOCTH.

[Ipu wucnosnb30BaHMM B HH(OPMALKMOHHBIX CHCTEMAaX CEPTUPHUIMPOBAHHBIX IO TPEOOBAHUAM
6e301macHOCTH MH(POPMALIUU CPEACTB 3alUThl HHPOPMALIUU:

B MH(POPMAIMOHHBIX CHCTeMaX | ypOBHS 3aIUIIEHHOCTH MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
cpencTBa 3amuThl WHGOpManuu He Huke 4 kimacca W 4 YpOBHA JIOBEpUs, a TaKXKe CpEAcTBa
BBEIUHCIIMTEIbHON TEXHUKU HE HIDKE 5 Kj1acca;

(8B pen. [Ipukaza ®CTIK Poccuu ot 14.05.2020 N 68)

B MH(POPMAIMOHHBIX CHCTEMaxX 2 YpPOBHS 3alIUIICHHOCTU MEPCOHAIBHBIX JAHHBIX MPUMEHSIOTCS
CpeacTBa 3amUThl WH(OpPMAlMM HE HUXKE S5 Kilacca W 5 YpPOBHS JIOBEpHs, a TakkKe CpelcTBa
BBEIUHMCIIMTEILHON TEXHUKU HE HIDKE 5 Kj1acca;

(B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B I/IH(bOpMaI_[I/IOHHI)IX cucremax 3 YPOBHA 3allIMIICHHOCTU MECPCOHAIBHBIX JAHHBIX IPHUMCHAIOTCA
CpCACTBa 3alIUTLL I/IH(bOpMaLII/II/I 6 kimacca u 6 YPOBHA HOBCPHUA, a TAKIKC CPCACTBA BBIYHCIUTEILHON

TEXHUKH HE HIDKE 5 Kiacca;
(8B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

B I/IH(bOpMaI_[I/IOHHBIX cucremax 4 YPOBHA 3allIUIICHHOCTU MEPCOHAJIBHBIX MJAHHBIX HPHUMCHAIOTCA
CpCACTBA 3alIUTLL I/IH(bOpMaLII/II/I 6 kmacca u 6 YPOBHA HOBCPHUA, a TAKIKC CPCACTBA BBIYHCIUTEILHON

TEXHUKH HE HIKe 6 Kiacca.
(B pen. IIpukaza ®CTIK Poccun ot 14.05.2020 N 68)

Krnaccer 3alllMTBl OMNPCACIIAOTCA B COOTBECTCTBMM C HOPMAaTUBHBIMU IIPpaBOBBIMH AaKTaMH,
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W3JAaHHBIMH B COOTBETCTBHM C moAmyHKTOM 13.1 mynkra § Ilonmoxenus o PenepanbHOi cirykOe 1Mo
TEXHUYECKOMY U 3KCIOPTHOMY KOHTpOJIIO, yTBepkAeHHoro VYkasoMm IIpesunenta Poccuiickoit
®enepauuu ot 16 aBrycra 2004 r. N 1085.

YpoBHU [OBepHsl YCTAHAaBIUBAIOTCA B COOTBETCTBUU C TpeOoBaHUSIMH 10 O€30MaCHOCTH
nH(OpMaIINY, YCTAHABIUBAIOIIMMHU YPOBHU JOBEPHS K CPEJICTBAM TEXHHUECKOH 3alUTHl HH(pOpMAIIHH U
cpeacTBaM obecriedeHus: 0e30MacHOCTH WH(OPMAIMOHHBIX TEXHOJIOTUH, YTBEP>KIACHHBIMU IPUKA30M
OCTIK Poccun ot 30 urons 2018 r. N 131 (3apeructpupoBan Muntocrom Poccuu 14 HosiOps 2018 1.,
peructpanroHHbii N 52686).

(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 14.05.2020 N 68)

[lpu wucnosk3oBaHMM B HMHGOPMAIMOHHBIX CHCTEMaX CPEACTB  3allUThl  MH(OpPMAIIHH,
cepTU(UIIMPOBAHHBIX 1O TPEOOBAHMAM OE30MACHOCTH HH(POPMAIINH, YKa3aHHBIE CPEJICTBA JOJKHBI OBITh
CepTHU(UIIMPOBAHbI HA COOTBETCTBHE O00s3aTENIbHBIM TPEOOBAHUSAM IO OE30MaCHOCTH WH(POPMAIIUH,
YCTaHOBJICHHBIM HOPMATHBHBIMH TPABOBBIMH aKTaMH, WJIA TPEOOBAaHUSAM, yKa3aHHBIM B TEXHUYICCKUX
yCIOBUSX (3a1aHUSX 110 0€30MaCHOCTH).

OyHKIMU 0€30IacCHOCTH CPEACTB 3alUTHl HH(POPMAIMH JTOJDKHBI 00ECTIeYNBATh BHIMOJIHEHHE MEp
1o o0ecrieyeHnIo 0€30MacCHOCTH NEPCOHANIBHBIX JaHHBIX, COAEPIKAIIMXCS B HACTOSIIEM JIOKYMEHTE.

A63an yrpatui cuity 1 ssuBaps 2021 roaa. - [lpukasz ®CTIK Poccun ot 14.05.2020 N 68.
(m. 12 B pen. Ilpukaza ®CTIK Poccun ot 23.03.2017 N 49)

13. Ilpu ucnonb30BaHUK B MH(OPMALIMOHHBIX CUCTEMax HOBBIX MH(MOPMAIIMOHHBIX TEXHOJIOTHH U
BBISIBIIGHUM JIOTIOJIHUTEIBHBIX Yrpo3 O€30MacHOCTH MEPCOHAJBHBIX JAaHHBIX, JUISI KOTOPBIX He
orpezieNieHbl Mepbl 0OecreyeHus] UX 0€30MacHOCTH, JOJKHBI pa3padbaThIBaTHCsl KOMIIEHCHUPYIOLIUE MEphl
B COOTBETCTBUU C IIYHKTOM 10 HacTOsAIIEro JOKyMeHTa.

[Ipunoxxenue

k CocTaBy U cOAep>KaHUIO
OpPraHU3aIMOHHBIX U TEXHUYECKUX
Mep o 00eCTICUeHHI0 O€30TTaCHOCTH
MEePCOHANBHBIX JaHHBIX MPU UX
00paboTke B MHPOPMAITHOHHBIX
crcTeMax NepCOHANbHBIX JaHHBIX

COCTAB U COOEPXAHUE
MEP NO OBECNEYEHUIO BE3OIMNACHOCTU NEPCOHAJIbHbLIX OAHHbIX,
HEOBXOOAUMBIX AN OBECNEYEHUA KAXO0IMO U3 YPOBHEWN
SALLMWEHHOCTU NEPCOHAJBbHbBIX AAHHbLIX

VYcnoBHOe Copep:xanre Mep 1Mo 00ecrieueHr 0 0€30MacHOCTH | Y POBHU 3aIUIIIEHHOCTH
0003HaYCHHE U IIEPCOHAIBHBIX TaHHBIX IIEPCOHANBHBIX JaHHBIX
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HOMEpP MEpbI

4

I. Unentudukanus u ayreHTU(DUKAIUSA CYOBEKTOB JTOCTYyNa U 00BEKTOB JI0

CTyma

(MAD)

NAD.1

Wnentudukanus 1 ayreHTH(GUKALUS MOJB30BaTEICH,
SIBJITFOIUXCS. pa0OOTHUKAMHU OTIepaTopa

+

NAD.2

Wnentudukanuss ¥ ayTreHTU(UKAIMS YCTPOWCTB, B
TOM  YHCI€  CTallMOHAPHBIX,  MOOWJIBHBIX U
MOPTATUBHBIX

NAD.3

VYnopasnenue wuaeHTU(UKATOPAaMH, B TOM UHCIE
CO3/1aHuE, MIPUCBOCHHUE, YHUYTOXKEHUE
UICHTU(PHUKATOPOB

NAD.4

VYmopasieHue cpencTBaMu ayTeHTU(PHUKAIMH, B TOM
yucjie  XpaHEHue,  BblJaya, — MHUIMATH3ALUS,
OJIOKMPOBAHUE CPEICTB AYyTCHTHU(PUKAIIUU U IPUHITHE
Mep B cliydae yTparbl W (WJIU) KOMIIPOMETAIUU
CpeICTB ayTeHTU(UKALIUN

NAD.5

3amura oOpaTHOH CBSI3U npu BBO/IC
ayTeHTU()UKAMOHHOW HHPOPMALIUU

NAD.6

Nnentudukanus v ayTeHTUPUKALUS [10JIb30BaTeNeH,
HE SBJSIOIIMXCS PaOOTHUKaMM oreparopa (BHEIIHUX
10JIb30BaTeei)

II. Vi

paBJIeHHE JOCTYNOM CyOBEKTOB JI0CTyNa K 00beKTaM J0CTyIa

(VI

VIIL1

VYrpasnenue (3aBefieHUE, aKTUBAIUs, OJIOKMPOBAHUE
u YHUUTOKEHUE) YYETHBIMU 3aMucsIMHU
MOJIb30BaTENEH, B TOM quciie BHEITHUX
MoJb30BaTeneH

+

VIIA.2

Peanuzanus HEOOXOTUMBIX METO/I0B
(IMCKpEMOHHbIN, MaHJATHBIN, pPOJIEBOM WM WHOU
METOM), TUIIOB (UTEHHUE, 3alUCh, BBINOJIHEHUE WU
MHOM TUIT) U MpaBUJI pa3rpaHUYEeHUs JOCTYyIa

VIII.3

VYnpasnenue (punpTparnmys, MapuIpyTH3anus,
KOHTPOJIb COCTMHEHUH, OJHOHANPABICHHAS Tepeaada
U HMHbIE CHOCOOBI yIpaBlieHUs]) WH(POPMALMOHHBIMU
MOTOKAaMH ~ MEXIY  YCTPOWCTBaMH, CETMEHTaMHU
WHPOPMAIIMOHHOM  CHCTEMBI, a TakXke MEXIy
WH(POPMAIIMOHHBIMHA CUCTEMaMH

VIIJ1.4

Paznenenne momHOMOUMIT (poJiell) TOJb30BaTENeH,
AIMUHUCTPATOPOB u JINI, 06€CH€‘II/IBaIOH_II/IX
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(GbyHKIIMOHUPOBaHKUE WH(OPMALIMOHHON CUCTEMBbI

VIIJLS

HasnayeHne MUHHManbHO HEOOXOJUMBIX TIpaB u
NPUBMUJICTUI TOJB30BATENSIM, aJIMHUHHCTpPATOpaM U
aunaM,  o0ecHeuuBaOmMM  (YHKIIMOHHPOBAHHE
MH(GOPMALIMOHHON CUCTEMBI

VIIJL6

OrpaHquHHe HCYCIICHIHBIX IIOIBITOK BXOJad B
UH(POPMAIIMOHHYIO CHCTEMY (moctyna K
MH(POPMAIIMOHHOH CHUCTEME)

VIIJL7

[IpenynpexaeHne Moab30BaTeNsl MPU €ro BXOAE B
UHQOPMAIIMOHHYIO ~ CUCTEeMy O TOM, 4YTO B
WH(POPMAIIMOHHON CHUCTEME PEaJTM30BaHbl MEpPHI IO
obecrieueHnI0 0€30IaCHOCTH NMEPCOHANBHBIX JaHHBIX,
U 0 HEoOXOIUMOCTU COOJIIOJIEHUSI YCTAaHOBJIEHHBIX
OIepaTopoM TpaBHJ OOPAaOOTKM  NEPCOHAIBHBIX
JaHHBIX

VI8

OnoBenieHue MoJIb30BaTENs MOCIE YCIEHNIHOrO BX0/1a
B HMH()OPMAIMOHHYIO CHUCTEMY O €ro HpeIblaylieM
BXO/I€ B HUH(OPMAIIMOHHYIO CUCTEMY

VIIA.9

OrpaHnueHue 4nciia napajylesIbHbIX CEaHCOB J0CTyNa
I KaXJIOM  Y4YEeTHOM  3aluCH  IOJb30BaTENs
MH(OPMALIMOHHON CUCTEMBI

VITA.10

bnokupoBanue ceanca noctyna B MHGDOPMAIIMOHHYIO
CHCTEMY nocie YCTAaHOBJICHHOTO BpEMEHU
Oe3neiicTBrs (HEAKTUBHOCTH) TOJB30BATENSl WA TIO
€ro 3arpocy

VIL11

Pazpemienne (3amper) AEUCTBUN  TMOJB30BaTElNeH,
pa3perIeHHbIX hi (6] uAeHTUDUKAITIH "
ayTeHTU(UKALUN

VII/L.12

[Tognepxka u coxpaneHue aTpuOyTOB 0€30MMACHOCTH
(MeTok 6e301MacHOCTH), CBSI3aHHBIX ¢ HHPOpMAITUEH B
TpoIriecce ee XpaHeHus: 1 00paboTKH

VIIJL13

Peann3anus 3alMIIEHHOr0  yJaJl€HHOIO JOCTyIa
CyOBEKTOB JOCTynma K OOBEKTaM JOCTyma uepes
BHEUIHNE HH(OPMALMOHHO-TEIEKOMMYHHUKAIINOHHbBIE
CEeTH

VIIJL.14

PernaMeHTanuss W KOHTPOJIb HCIIOJIB30BAHUSA B
nH(pOpPMaAITMOHHOM CHCTEME TEXHOJIOTHI
6ecrpoBOIHOTO AOCTYIa

+ +
+ +
+ +
+ +
+ +
+ +
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VIIJL15

PernaMenTanuss W KOHTPOJIb  HCIIOJIB30BAHHSA B
MH(POPMALIMOHHON cHCTeMEe MOOMIIBHBIX TEXHHUYECKUX
CPEICTB

VIIJI.16

VYnpasnenue B3aMMO/JICUCTBUEM c
nH(OPMAIIMOHHBIMU CUCTEeMaMH CTOPOHHHUX
opraHu3anuil (BHEIIHHE HHPOPMAIIMOHHBIE CUCTEMBI)

VIIJL.17

ObecrieyeHne  JOBEPEHHOM  3arpy3Ku  CpeEJICTB
BBIYUCIIUTEIIbHON TEXHUKHU

[II. Orpannuenue nporpammuoi cpensl (OIIC)

OIIC.1

VYnpasienue 3amyckom (0OpalieHussMiu) KOMIIOHEHTOB
IpOrpaMMHOTO  obOecreueHus, B  TOM  YHCIE
ONpeJIeJICHUE 3aITyCKaeMbIX KOMIIOHEHTOB, HACTPOMKa
[apaMeTpoB 3alycka KOMIIOHEHTOB, KOHTpOJIb 3a
3aIyCKOM KOMIIOHEHTOB IIPOTrPAMMHOT0 OO€eCTIeueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAIIILIMEN )
KOMIIOHEHTOB IPOTrPaMMHOIO 00€CleYeHHsl, B TOM
qucie OIpelesieHue KOMIIOHEHTOB, MOJUIekKaluX
YCTaHOBKE, HAcTpoWKa IapaMeTpOB  YCTaHOBKHU
KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOH
KOMITOHEHTOB IIPOIPaMMHOT0 00ecTieueHHs

OIIC.3

VYcTaHoBKa (MHCTAJISALUSA) TOJNBKO Pa3pelieHHOro K
MCIOJIb30BAHUIO IPOIPAMMHOT0 OOecrieueHus U (UiIH)
€ro KOMIIOHEHTOB

OIlC4

VrpaBnenue BpeMEHHBIMH (aiiiaMu, B TOM YHCIIE
3alpeT, pas3pelieHue, IEepEeHANpPaBICHUE 3allMUCH,
yAaJIeHHE BPEMEHHBIX (hailioB

IV. 3amura MamMHHBIX HOCUTENEH nepcoHanbHbIX AaHHbIX (3HUN)

3HUN.1

VYyer MaIMHHBIX HOCUTEIEH MNEPCOHATTBHBIX TaHHBIX

3HN.2

praBHeHI/Ie JOCTYIIOM K MAIIMHHBIM HOCHUTCIIAM
MEPCOHANIBHBIX JAaHHBIX

3HIN.3

KonTposp mnepemenieHus MaIIMHHBIX HOCHTENEH
MEPCOHAIIBHBIX JTAHHBIX 3a MPEEIIbl KOHTPOIUPYEMOM
30HBI

3HN.4

Hckmrouenne BO3MOXXHOCTH HECAHKITMOHHUPOBAHHOTO
O3HAKOMJICHHUSI C  COJIEpKAHUEM  IEPCOHAIbHBIX
JAHHBIX, XPAHSIIUXCA HAa MAIIUHHBIX HOCUTENSX, U
(W1M) HUCTONB30BAHMS HOCHUTENIEW MEePCOHATBHBIX
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JaHHBIX B MHBIX I/IH(l)OpMaL[I/IOHHBIX CHUCTEMax

3HI.5

Kontpons wucnonb3oBanusi uHTEepdeiicoB  BBOJa
(BpIBOZIA) HMH(OpPMAIMK HAa MAIIMHHBIE HOCHUTEIN
NEPCOHAIBHBIX JAHHBIX

3HU.6

Kontpons BBOma (BeIBOjma) wuHGMOpMaAluu  Ha
MalIMHHBIC HOCUTEIH MTEPCOHATBHBIX TAHHBIX

3HW.7

KoHTposip MOAKIIOYEHMS MAIIMHHBIX HOCHUTENEH
MEePCOHAJIBHBIX JAHHBIX

3HN.8

YHuuToxxeHue (CTUpaHue) WM  O00e3IMYMBaAHUE
MEPCOHANBHBIX JAaHHBIX HA MAIIUHHBIX HOCHUTEINSAX
npu WX T[epenade MeEXAy I0Jb30BATeIsIMH, B
CTOPOHHHUE  OpraHu3alud JJI1  pPEeMOHTa  WIH
VTHIW3AIMHA, a TakkKe KOHTPOIb YHUYTOXKCHHS
(ctupanus) Uiy 00e3TMUMBAHUS

V. Peructpanus coosituii 6e3onacHoctu (PCBH)

PCb.1

OmnpeneneHne cOOBITHI O€30MTACHOCTH, TOJJICKAIIUX
pPErucTpalnu, U CPOKOB UX XpPaHCHUS

PCh.2

Ormpezenenne cocTaBa U coaepKaHust MHYOPMAIUHU O
COOBITHSX OE30IACHOCTH, TTO/IJICKALIIX PETUCTPALIUH

PCb.3

C6op, 3anuch U XpaHeHHe WHPOPMALUU O COOBITHIX
0€30MacHOCTH B TEYEHHE YCTAHOBJIEHHOTO BpPEMEHH
XpaHEHUS

PCb.4

PearupoBanue Ha cOOM TpH PErUCTPALMHM COOBITHIA
0e30MacHOCTH, B TOM UYHCJIE amMapaTHbIe W
MporpaMMHbIe OMIMOKH, cOOM B MeXaHHM3Max cOopa
uHpOpMaMM W JOCTHIXKCHHE  TIpeleia  WIH
MIePETIOTHeHHs 00beMa (EMKOCTH ) TTaMSITH

PCb.5

Mounutopunr  (IPOCMOTp, aHaiIW3) Pe3yabTaTOB
perucTpanuu cOOBITHI 0e30macHOCTH "
pearupoBaHHe Ha HUX

PCb.6

'enepupoBanne BpeMEHHBIX METOK M (WUJN)
CUHXPOHM3ALM CHUCTEMHOI'O BPEMEHU B
MH(OPMALIMOHHON CHCTEME

PCB.7

3ammTa nHGOpMAaIHH O COOBITUAX 0€30MaCHOCTH

VI. AutuBupycHas 3ammuta (AB3)
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AB3.1 Peanu3zanust aHTUBUPYCHOM 3aIUTHI + + + +

AB3.2 OO6HoBIeHNE 0a3bl JaHHBIX MPU3HAKOB BPEIOHOCHBIX | + + + +
KOMIIBIOTEPHBIX IPOrpamMm (BUPYCOB)

VII. O6napy:xenue sropxenuit (COB)

COB.1 OOHapyXxeHue BTOPKEHHUN + +

COB.2 OO6HoBIeHME 0a3bI PEIIAOITUX MTPABUIT + +

VIII. Kontpons (aHanu3) 3aiuiieHHOCTY epcOHANbHBIX JaHHbIX (AH3)

AH3.1 BrisiBnenue, ananus ys3BUMOCTEH HH(POPMAIIMOHHOM + + +
CUCTEMbl M  ONEPATHBHOE YCTPAHEHHE BHOBH
BBISIBJICHHBIX YSI3BUMOCTEM

AH3.2 KonTponp ycraHoBku OOHOBJIEHHMI WpOrpamMMHOro| + + + +
obecriedeHus, BKJIOYass OOHOBJICHHE MPOTPAMMHOIO
o0ecriedeHus CpeICTB 3aUThl HHPOpMAITUU

AH3.3 Kontpounb paboTocrnocobHOCTH, MapaMeTpoB + + +
HACTPOMKA ¥ TPABWIBHOCTH ()YHKIIMOHUPOBAHHUS
MPOrPaMMHOTO OOecreueHus] U CpPEICTB  3aIIUTHI

uHpopmanuu

AH3.4 Kontpouns cocrasa TEXHUYECKHUX CPEICTB, + + +
IPOrpaMMHOI0 OOECTeYeHUss M CpEeACTB 3allUThI
uHpopmanuu

AH3.5 KoHTposns mpaBun reHepanuu M CMEHBI MapoJieu + +

II0JIB30BATENEH, 3aBENCHHUA W YHAJICHUS YYETHBIX
3alMCed  MOJNb30BaTENed, peaM3aluyd  IPaBUII
pasrpaHuyYeHUs JIOCTYyTIa, IIOJIHOMOYU I
0JIb30BaTesel B UHPOPMALIMOHHON CUCTEME

IX. Obecneuenue 11€10CTHOCTH HHPOPMALIMOHHOM CUCTEMBI U IEPCOHANIBHBIX AaHHBIX (OLLJI)

OLJI1 KoHTposb 11e10CTHOCTH POrpaMMHOT0 00ecrieueHus, + +
BKJIIOYasi MporpaMMHOEe  oOecledeHHe CpeiCTB
3alUThl HH(pOpMAIUU

OLJL.2 KoHTponb 1ENOCTHOCTH MEpPCOHAIBHBIX JAHHBIX,
coJiepkammxcs B 0a3ax JaHHBIX HMH()OpPMAMOHHON
CHCTEMBI

OILJL.3 OOGecrieueHue BO3MOXKHOCTH BOCCTaHOBJICHHS

MPOrpaMMHOTO OOecreueHusi, BKIYasi IPporpaMMHOE
o0ecrieyeHrne CpeACTB 3alIUThl HMH(OpMAIUH, TpU
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BO3HHKHOBCHHUHU HCIITATHBIX CI/ITyaI_[I/Iﬁ

OLUJL4

OOHapyXeHHE W pearupoBaHHWE Ha IOCTYIUICHHE B
WHOOPMALIMOHHYIO  CHUCTEMY  HE3ampalimBacMbIX
AJICKTPOHHBIX COOOIMIEHNH (IMHUCeM, JTOKYMEHTOB) H
uHOW  wmHpOpMammMM,  HE  OTHOCSIIUXCS K
(YHKIIMOHUPOBAHUIO  HH()OPMAIIMOHHOW  CHCTEMBI
(3ammuTa oT cmama)

OLJL5

Konrtpons conepxanus uHpOpMaIum, neperaBacMon
U3 MHQOPMALMOHHOW cHCTEeMBbl (KOHTEHHEpPHBIH,
OCHOBAHHBIIM Ha CBOMCTBAaxX 00BEKTA JAOCTYMA, U (WIIH)
KOHTEHTHBIN, OCHOBaHHBIN Ha IOMCKE 3alpeleHHON K
nepegaye WHPOPMAIMU C UCTIONIb30BaHUEM CHTHATYP,
Macok W  HMHBIX METOJOB), M  MCKIIIOYCHHE
HENPaBOMEPHON  mepemaud  wHGOpMamuum U3
MH(GOPMALIMOHHOM CUCTEMBI

OLUL6

OrpannueHue TmpaB TOJb30BaTelIeld IO  BBOAY
nHpopManuy B HHYOPMAITMOHHYIO CHCTEMY

OLUJL.7

KOHTpOJH) TOYHOCTH, IIOJHOTBI W TIPABUIIBHOCTH
JaHHBbIX, BBOIUMBIX B I/IH(i)OpMaI_II/IOHHYIO CUCTCMY

OLUL8

KoHTponb ommOouHbIX AEHCTBUM IMOJIb30BATENEH IO
BBOJAY U (MJM) Tepenade NEpCOHANbHBIX JAHHBIX U
MpeAyNpexaACHUE TMOoJb30BaTeiel 00 ONMMOOYHBIX
JNEUCTBUAX

X. ObecneucHue JAOCTYITHOCTH IIEPCOHATIBHBIX TAHHBIX

(OAT)

OAT.1

Vcnonp30oBaHWEe OTKA30yCTOWYMBBIX  TEXHHYECKHX
CpEnCTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CpEICTB,
MPOrPaMMHOTO OOECTieueHusi, KaHalIOB IMeperadyn
nH(popManuu, CpeJICTB obecrieueHus
(GYHKITMOHUPOBaHMS HH(POPMAIIMOHHOW CUCTEMBI

OAT.3

KonTpons 0€30TKa3HOTO (YHKIIMOHUPOBAHUS
TEXHUYECKHX CPEICTB, OOHAPYKCHUE W JIOKAJTH3AIHS
OTKa30B ()YHKIIMOHMPOBAHUS, TPHUHATHE MeEp IO
BOCCTAHOBJICHHIO  OTKa3aBIIMX CpPEACTB W  UX
TECTHUpPOBaHUE

OAT.4

[Tepuoamueckoe pe3epBHOE KOIMPOBaHUE
MNEPCOHANIBHBIX JaHHBIX Ha PE3CPBHLIC MAIIWHHBIC
HOCHUTEJH TIEPCOHATBHBIX TAaHHBIX
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OJIT.5

Obecrnieuenue BO3MO>KHOCTH BOCCTAHOBJICHHS
[IEPCOHANBHBIX JaHHBIX C PE3EPBHBIX MAaIIMHHBIX
HOCHUTENIEHl TMEepCOHANBHBIX JaHHBIX  (PE3epPBHBIX
KOIIMH) B TEYEHHUE YCTAHOBJIEHHOIO BPEMEHHOIO
UHTEpBaJa

XI. 3amura cpenpl Buptyanm3anuu (3CB)

3CB.1

Nnentndukanus u  ayreHTHDUKAIUS CYOBEKTOB
JocTyma © OOBEKTOB JIOCTylla B BHUPTYaJIbHOMN
UHPPACTPYKTYpE, B TOM YHCJIC aIMHHUCTPATOPOB
VIpaBIICHUS CPEJCTBAMH BUPTYAIN3AINH

3CB.2

VYrpaBnenue J0CcTynoM CyOBEKTOB JOCTyna K
o0BEKTaM JOCTyMa B BUPTYalbHOU MHPPACTPYKTYpE,
B TOM YHCJIE€ BHYTPH BUPTYaJIbHBIX MallIuH

3CB.3

Perucrpanust coObiTuii 6€30MacHOCTH B BUPTYAIbHON
UHPPACTPYKTYpE

3CB.4

VYupasnenue (punpTpanus, MapuIpyTU3aLus,
KOHTPOJIb COEIMHEHMsI, OTHOHAIIPABJICHHAs Iiepeiaya)
MOTOKaMH  WHPOpPMAMKM  MEXAY KOMIOHEHTaMH
BUPTYyaJlbHOW  HMHQPACTPYKTYpbl, a Takxke IO
MEpUMETPY BUPTYaIbHOU UH(PPACTPYKTYPBI

3CB.5

JloBepeHHasi 3arpy3ka CEpBEpOB BHUPTYaIHM3alluH,
BUPTyaJdbHOW MalIMHBI (KOHTEWHepa), CepBEpOB
VIpaBIIeHUS] BUPTyaIA3AIHCH

3CB.6

YrpapiieHue MepeMelIeHneM BHPTYaTbHBIX MAaITuH
(xoHTelHEepOB) U 00padaThIBAEMbIX HA HUX JAaHHBIX

3CB.7

KonTpons LEJIOCTHOCTHU BUPTYaJIbHOU
MH(QPaACTPYKTYpHl U €€ KOHPUrypanuit

3CB.8

Pe3epBHOE KOmMMpOBaHWE JaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEJICTB, MPOTrPaMMHOI0 OOecreyeHHs
BUPTYyaJIbHOW HHGPACTPYKTYphl, a TaKKe KaHaJOB
CBSI3U BHYTPU BUPTYaJIbHON HHPPACTPYKTYPHI

3CB.9

Peanusanus v ynpasiieHHE aHTUBUPYCHOM 3aILUTON B
BUPTYaJIbHOU HH(PPACTPYKTYype

3CB.10

Pa3Ouenue BupTyalbHONH  HHPPACTPYKTYphl  Ha
CEerMEHTBI (cerMeHTHpOBaHHE BHPTYaJIBHOU
MHPPACTPYKTYphI) sl 00pabOTKM TMEepPCOHATBHBIX
JAHHBIX OTJIETHHBIM IMOJIH30BATENEM U (WJIHM) TPYIIOi
M0JIb30BaTENEH
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XII. 3anmura Texanaeckux cpeacts (3TC)

3TC.1 3ammuTa nHpopManuu, obOpabaTbIBacMOi
TEXHHMYECKUMHU CPEICTBaMH, OT €€ YTEYKH II0
TEXHUYECKUM KaHaJIaM

3TC.2 Opranuzanyst KOHTPOJUPYEMON 30HBI, B Mpeaeaax
KOTOpPO NOCTOSSHHO Ppa3MELIAIOTCs CTalllOHApHBIE
TEXHUYECKHE CpEeICTBa, oOpabaTsIBaromiye
uHPOpPMAILIMIO, U CPEACTBA 3alIUTHl WH(pOpMAIHHU, a
TaKXe cpeacTBa obecrneueHus: GyHKIIMOHUPOBAHUS

3TC.3 KouTtpons u ynpabneHue ¢Gu3MYECKUM TOCTYNOM K| + + + +
TEXHUYECKUM  CpPEICTBAM,  CpPEIACTBAM  3aIIUThI
uH(popmManuy, cCpeacTBam obecrieyeHust

(YHKIIMOHHPOBAHMS, a TaKKe B TOMCIICHUS U
COOpYKEHHsI, B KOTOPBIX OHHM YyCTAHOBJICHBI,
WCKJTIOYAIONINE HECAaHKIIMOHUPOBAHHBIN (hU3NUYECKHUA
JOCTYyl K CpeiacTBaM 00paboTku uHbOpMaIuuy,
CpeAcTBaM 3alIUTHl HMHPOPMALUKU U  CpPEACTBaM
obecrniedueHus (HYHKIIMOHUPOBAHUS MH(DOPMALIMOHHOM
CUCTEMBI, B TOMCIIEHUS U COOPYKEHUS, B KOTOPBIX
OHH YCTaHOBJICHBI

3TC4 Pa3memnienue ycTpoiicTB BhIBOAa (OTOOpaxkeHus)| + + + +
nH(popmManuy, HCKJIF0YAroIee ee
HECaHKIIMOHUPOBAHHBINA TPOCMOTP

3TC.5 3amuTa OT BHEIIHMX BO3JCHCTBUI (BO3aEHCTBUIL
OKpy>Karomien cpensl, HECTaOMIIBHOCTH
ANIEKTPOCHAOKEHNS, KOHIWIIMOHUPOBAHUS M HHBIX
BHEIIHUX (PaKTOPOB)

XIII. 3amuTa “HPOPMAIIMOHHOM CUCTEMBI, €€ CPEICTB,
cucTeM cBs3u U niepenaun qanubix (3UC)

3UC.1 Paznenennie B mH(bOpManmoHHON cucTeMe (QYHKIIHMA +
1o YIIpaBJICHUIO (aIMUHUCTPHUPOBAHHUIO)
nH(}OPMAIIMOHHON CHUCTEMOH, YIIPaBICHUIO
(aAMUHHMCTPUPOBAHUIO) CHUCTEMOM 3aILUTHI
MEePCOHANBHBIX JIaHHBIX, (QYHKIUH 10 00paboTke
NEPCOHANBHBIX  JAHHBIX M HMHBIX  (YHKIHUH
MH(OPMALIMOHHON CUCTEMBI

3UC.2 [IpenoTBpamenne  3aAepKKM WIM  IPEpPbIBAHUSA
BBITIOJTHEHUS TPOLIECCOB C BBICOKUM NPUOPUTETOM CO
CTOPOHBI MPOIIECCOB C HU3KUM MIPUOPUTETOM
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3UC.3 OObecnieyeHre 3allUTHl MEPCOHAIBHBIX JaHHBIX OT| + + + +
packpbITusi, MOAU(HUKAIMK W HaBA3BIBaHUSA (BBOJA
JIO’)KHOU MH(GOpPMAITMH) TIPH ee Tepeaade (MoAroTOBKe
K Iepeaaye) Mo KaHajiaM CBSI3M, HMEIOIIUM BBIXOJ 3a
npeneiabl KOHTPOJIMPYEMOH 30HBI, B TOM 4HCIE
OecrpoBOTHBIM KaHAJIaM CBSI3U

31UC.4 ObecneueHne TOBEpEHHBIX KaHaja, MAPIIPyTa MEXKIY
aJIMUHUCTPATOPOM, IOJIb30BATEIeM W CpPEACTBAMHU
3amuThl wHGopManuu (QyHKIUSIMH OE30MaCHOCTH
CPEJICTB 3aIUThl HH(pOpPMAIUH)

3UC.5 3anper HECAHKLIMOHUPOBAHHOMN yAaJI€HHON
aKTUBAIlMU BUJIEOKaMep, MHUKPODOHOB M HMHBIX
nepuepuiHbIX  YCTPOMCTB,  KOTOpbIE  MOTYT
AKTUBUPOBATHCS yIIaJIEHHO, u OIOBELICHHE
M0JIb30BaTesei 00 aKTUBALIMU TAaKUX YCTPONCTB

3UC.6 [lepenaya © KOHTPOJIb WEJIOCTHOCTH aTpUOYTOB
6e3omacHOCTH (METOK O€301aCHOCTH), CBSI3aHHBIX C
MEePCOHANBHBIMU JIAHHBIMHU, TPU OOMEHE HMH C
WHBIMHA HH()OPMAIIMOHHBIMUA CUCTEMAMH

3UC.7 KoHTponb CaHKIIMOHUPOBAHHOTO M  HUCKIIOUEHUE
HECaHKIMOHUPOBAHHOTO UCIOIB30BaHUSI TEXHOJIOTUI
MOOHMJILHOTO KOJIa, B TOM UHCJI€ pPETHCTpaIus
COOBITHH, CBI3aHHBIX C HCIIOJb30BAHHEM TEXHOJIOTHH
MOOMJIFHOTO KOJa, MX aHalli3 W pearupoBaHHE Ha
HapyIICHHUS, CBSI3aHHBIE c HCIIOJIb30BaHUEM
TEXHOJIOTHI MOOMIILHOI'O KOJa

3UC.8 KOHTpOib CaHKIIMOHMPOBAHHOTO M  HCKIIIOUEHUE
HECaHKLMOHUPOBAHHOTO HCIOJIb30BAaHUS TEXHOJOTHUI
nepeaayd pedyu, B TOM YHCIEe PEerucTpanusi CoObITHIH,
CBSI3aHHBIX C MCIIOJIb30BAHUEM TEXHOJIOTUN Iepeaadn
peun, MX aHajlu3 W pearupoBaHHE Ha HapyLIEHU,
CBSI3aHHBIE C HCIIOJIb30BaHUEM TEXHOJIOTUH Hepeadu

peun

31C.9 KOHTpOoib CaHKIMOHMPOBAHHOM U HCKIIIOUEHHE
HECaHKLMOHUPOBAHHOU nepenayu
BUJCOMH(POPMALIMK, B TOM YHCIE pPErucTpanus
COOBITHH, CBSI3aHHBIX C nepenayen
BUJICOMH(POPMALIUU, UX aHAIMW3 U PearupoBaHUE Ha
HapyILICHHUs, CBSI3aHHBIE c nepenaden
BUJICOMH(POPMALIUU

31C.10 IlonrBepxnenue IIPOUCXOXKACHUS HCTOYHHUKA
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uH(pOpMaLIUY, TOTy4aeMOM B MPOIEcce ONMpPeeICHUS
CETEBBIX QJPEeCcOB IO CETEBbIM HMMEHaM  WJIHU
OIIpe/IeNICHUS] CETEBbIX UMEH IO CETEBbIM aJIpecam

3UC.11

ObecrieyeHre MOMJIUHHOCTA CETEBBIX COCAMHEHHIA
(ceaHcoB B3aUMOJICUCTBUS), B TOM YHCIIE JIJIS 3AIUTHI
OT MOJIMEHBI CETEBbIX YCTPOMCTB U CEPBHCOB

31C.12

Hcknrouenue BO3MOKHOCTH OTpULIAHUS
nojp3oBareraeM (akrta OTHPaBKH MEPCOHAIBHBIX
JAHHBIX IPYrOMY MOJIb30BATEINIO

31C.13

Hckmouenue BO3MOKHOCTH OTpULIAHUS
nojip30BarereM (akra IMONyYeHHS NEepCOHAIBHBIX
JAHHBIX OT JIPYTrOro MOJIb30BaTels

31C.14

Hcnons3oBanue yCTpOMCTB TEPMUHAIBHOIO JIOCTYIIA
111 00pabOTKU MEPCOHAIBHBIX TaHHBIX

3UC.15

3ammMra apXuBHBIX (DayIOB, ITapaMEeTPOB HACTPOMKHU
CpeACTB 3amuThl HWHGOPMAIMKA U TMPOTPAMMHOTO
oOecrieueHHss W WHBIX JAaHHBIX, HE ITO/JIEKALINX
M3MEHEHHIO B Ipolecce oOpabOTKM MEepCOHATBHBIX
TaHHBIX

3UC.16

BeisaBienue, aHanmu3 u OJIOKMpOBaHUE B
MH(OPMALIMOHHOW  CUCTEME  CKPBITBIX  KaHaJOB
nepeaayu nHGopManuu B 00X0J peaTn30BaHHBIX Mep
WJIY BHYTPHU Pa3pelICHHBIX CETEBBIX MPOTOKOJIOB

3UC.17

Pa3ouenue nHpopManmoHHON CUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHUE HMH(POPMAIIMOHHOW CHUCTEMBI) H
obOecrieueHre  3alIUThl  MEPUMETPOB  CErMEHTOB
MH(OPMALIMOHHON CUCTEMBI

3UC.18

OOGecrieueHue 3arpys3kKu U UCIIOJIHCHUS TPOTPAMMHOTO
o0OecreyeHns ¢ MalTUHHEIX HOCHUTENEH MEPCOHATBHBIX
AAaHHBIX, JOCTYITHBIX TOJIBKO I YTCHUA, 1 KOHTPOJIb
HEJIOCTHOCTHU JAaHHOI'O IMPOrpaMMHOTO obecnieyeHus

3UC.19

W3onsmust  mpoueccoB  (BBIMOJIHEHUWE TPOTpaMM) B
BBIJICJIEHHOW 00J1aCTH MaMsTH

31C.20

3amura 6ecrpoBOIHBIX COEANHEHUM, TPUMEHSIEMbIX B
MH(OPMALIMOHHON CHCTEME

XIV. BeIsiBlIeHHE HHIIMICHTOB U PEaripOBaHNE HA HUX

(VIHL]

WHIL1

OHpe;[eneHHe Jun, OTBCTCTBCHHBLIX 34 BbIABJIICHUC
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HHOUACHTOB U p€arupoOBaHC HAa HUX

HHII.2 O6nHapyxeHue, UACHTUPUKAIMSA W  PETUCTPAIUS + +
WHIIUJICHTOB
WHIIL.3 CBoeBpeMeHHOE nH()OpPMHUPOBAHHE JIULL, + +

OTBETCTBEHHBIX 33 BBIABICHHE HMHUUICHTOB U
pearupoBaHue Ha HUX, O BOSHUKHOBEHUH UHIUCHTOB
B HMH(POPMALIMOHHON cHUCTeME MOJb30BaTEIsIMU U
aMUHUCTPATOpaMuU

HHII.4 AHalM3 WHUUJCHTOB, B TOM YHCIIE ONpPEACIICHUE + +
HMCTOYHUKOB M MPUYUH BO3HUKHOBEHMS WHIIMJICHTOB,
a TAK)KE OLICHKA MX MOCIEACTBUI

HHIL.5 [IpunATHe Mep N0 YCTPaHEHUIO MOCIEICTBUM + +
VHIIHAJICHTOB
MNHILL.6 [InanupoBaHue U IPUHATHE MEP 10 IPEAOTBPALICHUIO + +

IOBTOPHOI'O BOBHUKHOBCHUSA HHIUACHTOB

XV. Ynpanenue koHpurypamueit HH)OpMAIIMOHHON CUCTEMBI U CUCTEMBI 3aIUThHI
nepcoHaNbHBIX TaHHBIX (YKO)

YK®.1 Omnpenenenue UL, KOTOPBIM pa3pellieHbl AeHCTBUS + + +
[0 BHECEHUIO M3MEHEHuHl B  KOH(puUrypauuio
MH(OPMALIMOHHONW CHCTEMBl U CHCTEMbI 3alllUThI
MIEPCOHAJIBHBIX JaHHBIX

YK®.2 VYmpasnenue W3MEHEHUSIMU KOH(UTypauu + + +
MH(OPMALIMOHHONW CHCTEMBl U CHCTEMbI 3alllUThI
IIEPCOHANIBHBIX TaHHBIX

YK®.3 AHanmu3 NOTEeHLIUAIBHOTO BO3/AEHCTBHS TUIAHUPYEMBIX + + +
U3MEHEHUH B KOH(puUrypanuum HHPOPMAIMOHHOMN
CHCTEMBI M CUCTEMBI 3aIUTHI IEPCOHATBHBIX JaHHbBIX
Ha oOecrieueHue 3alluThl MEPCOHAIBHBIX TAHHBIX W
COTJIACOBaHME  W3MEHEHMH B  KOH(UTrypauuu
WH(POPMAIIMOHHON CHUCTEMBI C JOJDKHOCTHBIM JIUIIOM
(paOOTHUKOM), OTBETCTBEHHBIM 32 OOEcCleYeHHE
0€301MacCHOCTH MEPCOHATBHBIX JaHHBIX

YK®.4 JlokymeHTUpoBaHue uHboOpManuu (JaHHBIX) 00 + + +
U3MEHEHMSIX B KOHOUrypanuuu HH)OpMaIMOHHON
CUCTEMBI M CHCTEMBI 3alllUThI IEPCOHATBHBIX JTAHHBIX

"+" - Mepa mo obecrieueHn0 0€30MaCHOCTH MEPCOHANIBHBIX JIAHHBIX BKIIOYEHA B 0a30BbIi HaOOp
Mep ISl COOTBETCTBYIOIIETO YPOBHS 3aLIHUIIIEHHOCTH IEPCOHABHBIX TAHHBIX.
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Mepbl o obecrieueHHI0 Oe30MaCHOCTH TEPCOHANBHBIX JTAaHHBIX, HE 0003HAYCHHBIE 3HAKOM '+,
MIPUMEHSIOTCS TIPH aJanTanuu 0a30BOr0 Habopa Mep W YTOYHEHUHU aJaliTHPOBAHHOTO 0a30BOTO Habopa
Mep, a TaKXkKe MpU pa3pabOTKe KOMIICHCUPYIOMIUX MEp MO 00ECIeYCHUI0 0€30TacHOCTH MEPCOHATBHBIX

JaHHBIX.
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